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SUBJ/USMC SMART CARD TECHNOLOGY (SCT) UPDATE//
REF/A/COMMARCORSYSCOM MSG DTG 021216Z MAR99//
REF/B/MARADMIN 400/99//
REF/C/-/DON SCT BUSINESS PLAN WORKING GROUP/14-15 OCT 99//
REF/D/-/USMC SCT WORKING GROUP/18 OCT 99//
NARR/REF A ANNOUNCED COMMARCORSYSCOM, PROGRAM MANAGER FOR
INFORMATION SYSTEMS (PM IS), AS USMC SCT PROGRAM MANAGER AND
ESTABLISHED THE USMC SCT WORKING GROUP. REF B GAVE BRIEF BACKGROUND
ON SCT AND ESTABLISHED USMC SCT ROLES AND RESPONSIBILITIES. REF C
WAS DEPT OF NAVY (DON) WORKING GROUP ESTABLISHED TO DISCUSS AND
RECOMMEND DON SCT IMPLEMENTATION BUSINESS PLAN IAW CONGRESSIONAL
MANDATE. REF D WAS USMC SCT WORKING GROUP THAT DRAFTED USMC INPUT
TO THE DON SCT IMPLEMENTATION BUSINESS PLAN.//
POCS/M. O'NEAL/DSN 664-7037/COML703-604-7037/HQMC/C4I//
A. WOLTNER/DSN 278-6191/COML703-784-6191/MCCDC/C44//
T. HEASLEY/DSN 278-1019X2533/COML703-784-1019X2533/MARCORSYSCOM/ 
C4IIS//
RMKS/1. PURPOSE. IAW THE ROLES AND RESPONSIBILITIES LISTED IN REF B,
THIS MESSAGE PROVIDES AN UPDATE ON SCT PLANS WITHIN THE MARINE
CORPS.
2. BACKGROUND. FY 2000 AUTHORIZATION ACT, SECTION 373, "USE OF SMART
CARD TECHNOLOGY IN THE DEPARTMENT OF DEFENSE," DIRECTED THAT SECNAV
"SHALL ESTABLISH A BUSINESS PLAN TO IMPLEMENT THE USE OF SMART CARDS
IN ONE MAJOR NAVAL REGION OF THE CONTINENTAL UNITED STATES THAT IS
IN THE AREA OF OPERATIONS OF THE UNITED STATES ATLANTIC COMMAND AND
ONE MAJOR NAVAL REGION OF THE CONTINENTAL UNITED STATES THAT IS IN
THE AREA OF OPERATIONS OF THE UNITED STATES PACIFIC COMMAND." THIS
ACT ALSO DIRECTED THAT THIS IMPLEMENTATION "SHALL COVER THE NAVY AND
MARINE CORPS BASES AND ALL NON-DEPLOYED UNITS IN THE REGION." DEPT
OF NAVY IMPLEMENTATION OF CONGRESSIONAL MANDATE IN FY00/01 WILL
INCLUDE ALL PERSONNEL, TO INCLUDE OPERATIONAL UNITS, BASE/STATION
PERSONNEL, AND DOD CIVILIANS, LOCATED ON THE BASES/STATIONS WITHIN
THE DESIGNATED REGIONS. ALSO, SMART CARDS WILL BE ISSUED TO  
RESERVISTS AND/OR I&I PERSONNEL WHO ARE STATIONED OR TRAIN IN THESE
REGIONS, AS REQUIRED.
3. DURING REF C, IT WAS DECIDED THAT THE DEPT OF NAVY WOULD
IMPLEMENT IN THE MID-ATLANTIC REGION AND SOUTHWEST REGION. THE
USMC BASES/STATIONS AND UNITS INCLUDED IN THIS PRELIMINARY PLAN ARE
AS FOLLOWS:
A. WITHIN THE AREA OF OPERATIONS (AO) OF THE U.S. ATLANTIC COMMAND
(1) MARFORLANT HQ, NORFORK, VA, TO INCLUDE EWTGLANT AND FAST COMPANY
(2) MCAS CHERRY POINT, NC, TO INCLUDE ALL TENANT COMMANDS
(3) MCAS NEW RIVER, NC, TO INCLUDE ALL TENANT COMMANDS
(4) MCB CAMP LEJEUNE, NC, TO INCLUDE ALL TENANT COMMANDS
(5) MCAS BEAUFORT, SC, TO INCLUDE ALL TENANT COMMANDS
(6) I&I STAFFS AND RESERVISTS THAT ARE LOCATED ON AND/OR UTILIZE



FACILITIES ON USMC OR NAVY BASES/STATIONS THAT FALL UNDER THIS PLAN
B. WITHIN THE AO OF THE U.S. PACIFIC COMMAND
(1) MCB CAMP PENDLETON, CA, TO INCLUDE ALL TENANT COMMANDS
(2) MCAS MIRAMAR, CA, TO INCLUDE ALL TENANT COMMANDS
(3) MCAS CAMP PENDLETON, CA, TO INCLUDE ALL TENANT COMMANDS
(4) MCAS YUMA, AZ, TO INCLUDE ALL TENANT COMMANDS 
(5) MCAGCC, 29 PALMS, CA TO INCLUDE ALL TENANT COMMANDS
(6) I&I STAFFS AND RESERVISTS THAT ARE LOCATED ON AND/OR UTILIZE
FACILITIES ON USMC OR NAVY BASES/STATIONS THAT FALL UNDER THIS PLAN
(7) EWTGPAC PERSONNEL LOCATED AT NAB CORONADO, CA
4. USMC INPUT TO THE DON IMPLEMENTATION BUSINESS PLAN IS BEING
DEVELOPED IN COORDINATION WITH THE DON CIO AND THE USMC SCT WG,
WHICH CONSISTS OF REPRESENTATIVES FROM THE HQMC STAFF, MCCDC,
MARCORSYSCOM, MARFORLANT, MARFORPAC AND MARFORRES.
5. THE USMC SCT WG IS THE FORUM USED TO FACILITATE DISCUSSION AND
INFORMATION GATHERING ACROSS THE MARINE CORPS IN SUPPORT OF SCT.
MARCORSYSCOM POC HAS PROVIDED REF D MEETING MINUTES TO USMC SCT WG
PARTICIPANTS VIA E-MAIL. THIS WORKING GROUP IS CONSIDERING
APPLICATIONS TO BE INCLUDED IN THE USMC PORTION OF THE DON
IMPLEMENTATION BUSINESS PLAN. ALSO, SOME USN APPLICATIONS ARE BEING
CONSIDERED FOR INCLUSION ON THE USMC SMART CARD IN SUPPORT OF USMC
FORCES DEPLOYED ON NAVAL SHIPPING AND USMC FORCES THAT REQUIRE
ACCESS TO CERTAIN SERVICES ON USN BASES/STATIONS. USMC APPLICATIONS  
BEING CONSIDERED ARE MANIFESTING/TRACKING, WARRIOR READINESS,
INDIVIDUAL TRAINING, RESERVE DRILL MUSTERING, FOOD SERVICES,
PHYSICAL ACCESS, PROPERTY ACCOUNTABILITY/TOOLS ISSUANCE AND ARMORY.
USN APPLICATIONS BEING CONSIDERED INCLUDE FOOD SERVICES,
MEDICAL/DENTAL, PROPERTY ACCOUNTABILITY, AUTOMATED TELLER MACHINE
(ATM) AFLOAT, AND QUARTERDECK CONTROL. THESE USN APPLICATIONS WILL
SUPPORT MARINE FORCES DEPLOYED ON NAVY SHIPPING. ADDITIONALLY, A
PROTOTYPE PUBLIC KEY CERTIFICATE IS BEING EXPLORED TO BE PLACED ON
THE USMC SMART CARD FOR AUTHENTICATION AND A DIGITAL SIGNATURE. A
DEMONSTRATION OF THIS PROTOTYPE SMART CARD WITH CLASS 4 PKI
CERTIFICATE IS BEING CONSIDERED AS PART OF THE TOTAL FORCE
ADMINISTRATIVE SYSTEM (TFAS) DEMONSTRATION AT MCAS YUMA, AZ. TO
INCREASE THE INTRINSIC VALUE OF THESE SMART CARDS, IT IS ENVISIONED
THAT THESE CARDS WILL BE USED AS THE MILITARY AND CIVILIAN
IDENTIFICATION CARD.
6. SPECIFICS ON THE TIMELINE FOR ISSUING SMART CARDS TO THE
DESIGNATED PERSONNEL WILL BE PUBLISHED VIA SEPCOR. IT IS ANTICIPATED  
THAT ISSUING SMART CARDS WILL BEGIN AS EARLY AS THE 2ND QTR OF
FY 2000 WITH COMPLETION DURING FY 2001.
7. ACTION: TO FACILITATE USMC-WIDE COORDINATION FOR THIS EFFORT,
REQUEST HQMC ELEMENTS, COMMARFORLANT, COMMARFORPAC, COMMARFORRES,
AND COMMANDER MATCOM CONFIRM/ESTABLISH POINTS OF CONTACT FOR SCT,
AND PROVIDE THIS INFORMATION TO COMMARCORSYCOM//PM IS// NLT 15 DEC
99. ADDITIONALLY, REQUEST HQMC FUNCTIONAL SPONSORS PROVIDE
CONCURRENCE ON THE SMART CARD APPLICATIONS LISTED IN PAR 5 AND
PROVIDE TO ABOVE MARCORSYSCOM POC. FINAL DECISIONS ON WHICH
APPLICATIONS WILL BE INCLUDED IN THE MARINE CORPS' INPUT TO THE DON
SCT BUSINESS PLAN WILL BE MADE BY MCCDC UTILIZING INPUT FROM HQMC,
MARCORSYSCOM, AND THE OPERATING FORCES.//
BT  


